Symantec Endpoint Protection End-User Guide

For Windows

Symantec Endpoint Protection (SEP) is the evolutionary successor to Symantec Anti-Virus (SAV). SEP
provides the anti-virus protection of SAV but also significantly expands upon SAV in important ways. SEP
provides protection against spyware and network attacks based on not only traditional exploit
signatures, but also via firewalls, device control, application and network monitoring.

This document will guide the user through the installation process and introduce the most basic
components of the SEP interface and provide insight as to what to expect from SEP’s behavior.

LLNL is providing SEP for home use as a no-cost benefit for its” employees, collaborators, and summer
students. The SEP software is provided as-is and this document as the exclusive means of support. DO
NOT CONTACT 4-HELP or any other support organizations at LLNL for support of this software. The
ONLY exception will be the case where the user is having difficulty downloading the SEP installation files
from access.lInl.gov . You may report download problems to 4-HELP.

Installation

SEP is available for either 32-Bit or 64-Bit versions of Windows. Regardless of the operating system, the
installation is essentially the same.

Run the “Setup.exe” file located in the root directory of the source files you obtained.

i Symantec Endpoint Protection @

Welcome to the InstallShield Wizard for
f w Symantec Endpoint Protection

The InstallShisld@ Wizard will install Symantec Endpaint
Protection on your computer. To continue, click Mext.

WARNING: This program is protected by copyright: law and
international treaties,

symantec.
, Select the “Next” button.

| Mext> [ Cancel ]




il Symantec Endpoint Protection

License Agreement

Flease read the Following license agreement carefully, , S)’mamcc-

SYMANTEC SOFTWARE LICENSE AGREEMENT

SYMANTEC CORPORATION ANDIOR ITS AFFILIATES ("SYMANTEC") IS WILLING
T LICEMSE THE LICEMSED SOFTWARE TO YOU AS THE INDIVIDUAL, THE
COMPARNY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE LICEMSED
SOFTWARE (REFEREMCED BELOW AS "vOU" OR "vOUR") OMLY ONTHE
COMNDITION THAT YOU ACCEPT ALL OF THE TERMS OF THIS LICENSE
AGREEMENT ('LICENSE AGREEMENT". READ THE TERMS AND COMDITIONS
OF THIS LICEMNSE AGREEMENT CAREFULLY BEFORE USING THE LICENSED
SOFTWARE. THIS 15 A LEGAL AND ENFORCEABLE CONTRACT BETWEEM YOU
ARIM SYMARTES BY MPFERING THE | INFRSERN SOFTWARFE PACKAGFE

(331 accept the terms in the ficense agreer

(1 do not: accept the terms in the license agreement

[ < Back ” Mext = 1 [ Cancel ]

Select the radio button “l accept the
terms of the license agreement.”
Then click on the “Next” button.

[ Symantec Endpoint Protection

client Type
Choose the dient type that best suibs your needs, , SyTnantCC.

Do you want this compuker ko run as an unmanaged or managed client?

(5) Unmanaged clisnt
The: Symantec Endpoint Protection Manager will not manage this computer. The
user of this computer will manage Symantec Endpoint Pratection,

() Managed client
The Symantec Endpoint Protection Manager will manage this computer.

<Back || Mext> [ Canicel

Select the “Unmanaged Client” radio
button.

[ Symantec Endpoint Protection

Setup Type
Chaoose the setup bype that best suits your needs, , smantec‘

Please select a setup bype,

@ fypical
Program will be installed with the most common options.
Recommended for most users.

() Custom

Chaose which program Features vou want installed and where they
will be installed, Recommended for advanced users,

< Back " Mext = I [ Cancel ]

Select “Typical” for the installation
type. A “Typical” installation will
require approximately 423 Mb of
hard drive space.




7 Symantec Endpoint Protection

Ready toInstall the Progranm

The wizard is ready to begin installation, , Smantec.

lick Install to begin the installation.

IF you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

[ < Bark | Install i [ Caniel ]

Click “Install” to begin the installation
process.

B Symantec Endpoint Protection

Installing Symantec Endpoint Protection

The program Features you selected are being installed. , S)"mantcc-

Please wait while the Installshield Wizard installs Symantec Endpoint
Protection, This may take seweral minutes,

Skatus;

i Symantec Endpoint Protection

)

InstallShield Wizard Completed

The InstalShield Wizard has successfully installed Symantec
Endpaint Protection. Click Finish to exit the wizard.

A progress indicator will be visible.
Please wait until SEP is installed.

9 symantec.

Select the “Finish” button.




(i)} Livelpdate > ‘ . . .
e = R “LiveUpdate” display will appear and
Weltome o L elIAAS Evpress ’syma.ntecw often times before you’ve had a chance
N Livelpdate 5 .. .
el to select “Finish” from the previous
’o\ ; iylpanlac S:cult\_ly Snftwaéa,'_ 1_t2_4IJ 4 EEEUU o ~ . . . . .
L [ display. No user interaction is required
* > Intiusion Presention signatures, 858.9 KB . . . . .
Total Download 51703 2 KB in this display and it will close
Downloading Antivinus and antispyware definitions (1 of 2], complete . .
S Downloading Antivies and antispuaare definitions (2 of 2], 70% automat]ca”y upon com plet|on_
complete. =
v
Livellpdate will search for updates ta pour installed products and
components,
Click Cancel to quit Livellpdate:
Privacy statement

]

W Restart Notification

“t'ou must restart pour computer for the configuration changes made to Symantec Endpoint Protection to take effect.

Click Restart Mow or \Wait bo delay the restart until later.

You ray delay this restart 1 time.

Select the reboot option you
prefer. SEP will not be fully
functional until a reboot.

i Restart Mow | [ Wait B0 Minutes ] [ Do Mot Restart ]

The installation is now complete. After a reboot, SEP will be fully functional.

SEP’s Status:

As with SAV, the presence and status of SEP can be quickly determined by looking for the SEP gold shield
icon in the Windows system tray. In the view below, the SEP client can be seen circled in RED. A visible
gold shield indicates that SEP is installed and running on the client computer.

D O (G T

FIORIC ) B 930 AM

The red circle with slash indicates that a major problem exits or at
least one component of SEP is disabled.

The yellow circle with an exclamation mark (!) indicates a minor
problem; for example out-of-date virus definitions.

A gold-shield indicates that SEP is operating normally with no issues
to report.




Viewing the SEP Interface:

More detail of the client can be viewed by launching the SEP interface. This can be done by right-mouse
clicking the SEP icon in the system tray and selecting “Open Symantec Endpoint Protection”.

Open Symantec Endpoint Protection

Update Policy
Disable Symantec Endpaint Protection

On a Windows XP system, you can also simply double-left
mouse click on the SEP icon to access the SEP interface.

W Symantec Endpoint Protection

Status

Scan for threats

Change settings

View quarantine

KGR CI i Folouing Symante protection technolagies are nstalld on your computer:

< Antivirus and Antispyware Protection
DUR @ @ s o tipwers ot

Defintons Wednesday, June 16,2010 r4

@ Proactive Threat Protection
Provides zero-day prtection against unknown thrsets
Defintions: Wednesday, June 16,2010 117

&2 Network Threat Protection

Definitions: Tuesday, June 15, 20102

(=)

The full display of SEP includes indices on:

Antivirus & Antispyware Protection Status and
definition date.

- Proactive Threat Protection Status and definition
- date.
on (e Network Threat Protection Status and definition

date.

The horizontal green band and “Check Mark” indicate that all installed components of SEP are up-to-

date and functioning correctly.

Status

Reactivating a Disabled Feature:

A horizontal red band indicates that a SEP component or feature needs attention. On the far right hand
of the red banner a yellow “Fix” button will be displayed. Selecting the “Fix” button will usually resolve
the issue. In the case below, the Network Threat Protection (NTP) has been disabled by the user.

/?_ Network Threat Protection is disabled.

Click Fiit to ena rk Threat Protection,




Network Thre

Click Fix 1o enabla

The following Symantec protection technologies are installed on your computer:

Pratects against viruses, trojan horsss, and spyware

? @ Antivirus and Antispyware Protection Oon

Definitions: Thursday, June 17, 2010 3

Options

e @ Proactive Threat Protection
w2 PO riridy Pratartio sanst Ukt reats

Definitions: Thursday, June 17, 2010 r16

@ Network Threat Protection
Protects against network threats

Definitions: Tuesday, June 15,2010 r2

View Application Settings...
View Network Activity

The status of the Network Threat
Protection (NTP) feature is also indicated
in the area below the banner. By choosing
the “Options” button next to NTP, you can
also reactivate NTP by selecting “Enable
Network Threat Protection” from the sub-
menu.

Here, two issues are being flagged for attention; Network Threat Protection and File System Auto-

Protect have been disabled. By selecting the “Fix All” button, both features can be reactivated.

* rore infor

' FiAl |

Fix a1l

The following Symanter pratection technologies are installed on your computer:

R ke T
Run Active Scan

? @ Antivirus and Antispyware Protection

Protects against viruses, brojan horses, and spyware

Off il

Change Sattings...

Definitions: Thursday, June 17, 20103
Views Logs. ..
View File System Auto-Pratect Statistics
’ @ Proactive Threat Protection Ony | view Threat List
<F Frovides zero-day probection against unknown threats
Definitions: Thursday, June 17, 2010 16
@ Network Threat Protection Off
“ Protects against ristwark thrests

Definitions: Tuesday, June 15, 2010 r2

You can also choose to re-enable features
individually by selecting the specific
features’ “Options” button and the
appropriate “Enable...” sub-menu.

A quick way to re-enable SEP is to simply to right-mouse click on the SEP icon in the system tray.

Open Symantec Endpoint Protection
Update Paolicy

Enahble 1antec Endpoint Prokection

Disabling SEP or a Specific Feature:

Users can disable the Antivirus and Antispyware (AV/AS) and the Network Threat Protection (NTP)
components of SEP by right-mouse clicking on the SEP icon in the system tray and selecting “Disable

Symantec Endpoint Protection”.

Disabling NTP may be useful if trouble-shooting a network based application that appears to not be

working. Disable NTP only if necessary.




Disabling AV/AS is sometimes necessary to install software. Disablement of AV/AS puts your system at
risk! Disable AV/AS only when absolutely necessary and only for as long as needed.

Open Symantec Endpoint Protection
pdate Palicy
Disable Symantec Endpoint Proteckion

Disabling SEP may be necessary to trouble-shoot application
issues or to install software. Avoid disabling SEP on public
wireless networks. Disable SEP only if absolutely necessary!

The full SEP interface can be used to disable individual features similarly to how they where enabled by
choosing the corresponding “Options” button and selecting “Disable...”

@ Networle Threat Protection On
Protects against network threats

Definikions: Tuesday, June 15, 2010 v2

View Logs...

Vigw Application Settings. ..
Wigw Metwork Activity, ..

Disable b k Threat Prat

SEP Console, “Scan for threats” Menu:

You can also choose to run a scan immediately by selecting either “Active Scan” or “Full Scan”. The
“Active Scan” is relatively quick and will scan system memory, the registry and certain system files. “Full
Scan” will in addition, scan every file on the system and consequently take longer to perform.

W Symantec Endpoint Protection

Scan for threats

Status ive Scan Full Scan
" e Sean only he most r . 5zan the entire computer.
Scan for threats ﬁ commenly infected areas. %
\
Change settings e
5 : Duration: 1-2 minutes Duration: '30-120 minutes
view quarantine
= Run Active Scan Run Full Scan
View logs
Scans configured For Bhis compiiter
Create a New Scan
Scan Name Enabled | Type | Whento Scan Last Scan
Weekly Scheduled Scan Yes Full Scan Weekly June 16, 2010 9:30 A
<| >

Selecting either scan type will launch a scan and a visible progress indicator.



) Active Scan started on 6/17/2010 1:28:07 PM « egs
You can pause or cancel a scan you initiate or the weekly
Scanning memory and system loadpoints for risks... scan.
cilwindawsisystem3znatuit il
Finans [ sk [ acton [ Rk Type If a threat is found, you will be given the options:
“Remove Risk Now”= Removes or quarantines the threat.
] ] | “Details” = Provides additional information about the threat.
Remove Risks Mow | Details | Other Actions Pause Scan Cancel Scan
Files scanned: 277 | Risks Found: 0 A

SEP Console, “View Quarantine” Menu:

Threats not automatically repaired will be quarantined and displayed.

W Symantec Endpoint Profection 3

| Helpand Support

= —

View Quarantine

EIE T Filcs nd reoistry entries quarantined, backed p, o repaired are listed befow,
Scan for threats

o > Risk | Filename Type | Original Location | Status
Change settings [EICAR Test Sting eicarcom | Backup CiDocuments and .. Infecisd

View quarantine

View logs

LiveUpdate

Purge Options

Of the user selectable options, you should
choose “Delete”.

SEP Console, “View Logs” Menu:

All of SEP individual components log their activities which can be viewed from this interface.

W symantec Endpoint Protection

Help and Support

View Logs

are lited below,

Status
ivi i i __\/\ew Logs
Sean for threats ﬁ Antivirus and Antispyware Protection g

Fratects against vinuses, trojan horses, and spyware

Change settings

View quarantine

LiveUpdate

@ Proactive Threat Protection

Frovides zero-day protection against unknown threats

Network Threat Protection
Pratects against network threats

Client Management
Provides Functionalty ko manage the clert,




SEP Console, “LiveUpdate” Menu:

“LiveUpdate” will update the definition files for:

Scan for threats

Antivirus and Antispyware
Change settings

View quarantine Proactive Threat Protection

View logs Network Threat Protection

Launching “LiveUpdate” is rarely needed since the computer
will automatically update its’ definition files.

In the rare case that you suspect your definitions are out of date, selecting “LiveUpdate” will launch the
display shown below. The process of updating requires no user intervention and will close when
complete.

() Livellpdate

Options

Welcome to LiveUpdate Express , S}?ma.ntecm
Livellpdate Status

» LiveUpdate

» Submizzion Control signatures
» Symantec Endpaint Protection client

>

» Symantec Security Software
» Symantec Security Software Update
» Gymantec Shared Components

== 'h. Initializing...
y i " Connecting to syrmupl2...

[

Liveldpdate will zearch for updates to vourinstalled products and
compaonents,

Click Cancel to quit Livell pdate:

Privacy statement




SEP Interaction: A Threat is Found!

Normally if a threat (virus or otherwise) is found, SEP will typically notify the user of the threat and what
action has been taken. In the case of a virus, a display is presented, the virus is cleaned from the
infected file (or the file is quarantined.) and SEP’s actions are logged.

@l Symantec Endpoint Protection Motification

Scan type: Auto-Protect Scan

Ewvent: Rigk Found!
Security nizk detected: EICAR Test String
File: C:\Documents and Settingz\.clendenind \eicartestheicar. com
Location: C:\Documents and Settingshclendenind beicartest
Computer; ALTEREDBEAST
Uzer: clendenind
Action taken: Pending Side Effects Analyziz  Access denied
Drate found: Thursday, June 17, 2000 1:42:36 P

| | Close
Total notifications: 2 Currently dizplayed: 1
SEP Interaction: Network Based Threat Detected
% Symantec Endpoint Protection 3 At times, you may see a small dialog box displayed above
Traffic from IP address 68.87.76,182 is blacked from the SEP icon in the system tray. This can occur when SEP

Bf18/2010 6:50:37 &M to 6/18/2010 7:00:37 AM,
blocks access to a remote system due to a network

Denial of Service is logged

threat. No intervention is required on your part. A
remote system will remain blocked for ten (10) minutes




A Closer look at the NTP “Options” button:

An interesting applet can be launched that will display applications accessing the network. From the NTP
“Options” button, select “View Network Activity....”

@ Network Threat Protection On

View Logs...
Definitions: Tuesday, June 15, 2010 r2

Wiew Application Settings...

Disable Metwaork Threat Protection

The Network Activity applet will launch...

W Network Activity 3]

Incoming Traffic History
Runring Applcatons:

“applcation Version [P I owed | [ incoming Total I [ utgoing total | Fie Frgerprit
CHWINDOWStsystem.,. (583,597,638) 0 (G83,567,6%)  (2096,19%6,359) 0 (2,046,196,55) 0000U0O000D.
Dtmesve.exe CilProgram Files\LAN... 3,506,738 o 3,506,738 33,009,886 0 33,009,886 000000000000,
7 issuser.exe Ciprogram FiesiLat.. 0 o 0 o o o 000000000000
Dlsvehost.exe CAWINDOWS\system... 9,224,279 0 9,224,279 27,702,329 ) 27,702,329 000000000000,
Dljas.exe Ciprogran Fles\Java. . 0 0 0 0 ) o 000000000000,
Bisass.exe CAWINDOWS\syste... 15,350,863 0 15,350,863 17,256,5% [ 17,256,598 000000000000,
Bspooisv.exe CAWINDOWS\system... 27,976 o 27,976 2,548 [ 42548 000000000000,
Bpokcy.cient. c AN 1,230,818 o 1230818 45,180 o 45,180 000000000000

Clprogram Fles\UAN... 0 3 0 o o o 000000000000, .

CHWINDOWStgystem... 240 3 210 76 o 76 000000000000, .
CHWINOOWStetlsrv..,, 50,303 o 50,303 5,629 o 5629 000000000000
Cilprogra FlesiLega... 5,144,089 3 5,144,089 5,239,852 o 5,239,852 000000000000
Cilprogram FlestWi... 2,719 o 2719 73 o 73 000000000000
Ciprogram FlesiLANl... 42, 0 60 51,104 o s, 104 000000000000
CHWINDOWStsystem... 14,380,484 0 14,360,464 6,214,206 o 6,214,206 000000000000
SIRosClent.exe CAWINDOWS|system... 0 o [ ] ) 0 000000000000,
Dlviware-authd.exe Ci\Program FilesiMw... 0 [ o ] 0 0 000000000000,
® seiPotch.cxe Cprogram FlesiLUNL.. 373,397 0 73,397 200,257 o 200,237 000000000000
Ecommuricator.exe Clprogram Flesitlr... 20,159,143 0 20,159,143 7,255,502 o 7,255,902 000000000000
Dag.exe CAWINDOWS|system... 0 o o ] ) 0 000000000000,
3 explorer.exe: CAWINDOWS explr... 62,702 o 2,702 89,881 o £ 000000000000
B nstsc.exe CHWINDOWStsystem... 126060559 0 126,060,555 23,133,700 o 23,135,700 000000000000
Dlmsgsys.exe CAWINDOWS|system... 0 o o o 0 0 000000000000,
Dlmasve.exe CAWINDOWS|system... 0 o o ] 0 0 000000000000,
2 reguiexe Ciprogram FlesiLa... 0 o o o o o 000000000000
Bwee CiiProgram Files\mee... 302,048 0 302,048 156,291 0 156,291 000000000000,
@refox.exe Ci\Program Files\Mozil... 597,501,507 0 597,501,507 34,551,873 0 34,551,873 000000000000,
(Elfsshcient.exe Cilprogram FiesiF-5e... 23,606 o 23,606 7.2% o 27,0 000000000000
~ oumook B Ciprogram FisiMicr... 8,451,409 o 8,451,409 12,377,888 o 12,377,888 000000000000
Eiexplore.exe CiProgram FilesiInte... 2,867,265 o 2,867,265 806,771 o 806,771 000000000000,

A graphical view of network activity will be provided and anything blocked will be noted in red on the
graph.

Below the graphs, will be a list of applications utilizing the network. Note the respective information in
the columns.

You can select an individual application, right-mouse click on it, and select “Connection Details” for port
information and remote access information. Good stuff!



[%] fsshclient. e
I OUTLOOKE

?éiexplu:ure.em

Large Icons
amall Icons
Lisk
v Application Details

Conne

v Show Windows Services
Show Broadcast Traffic

ml\"ll\"l. EXE TCP COMMECT 1598

TCP COMMECT 4212
@firefox.exe TCP LISTEM 3862
@ Firefox.exe [(HTTP - World Wide Web}| | 157EN 3866
@firefox.exe TCP COMMNECT 3862
@firefox.exe TCP COMMNECT 3363
@Firel’ox.exe TCP COMNMECT 3866
@FireFox.exe TCP CONMECT 3867
=i . . . -

APy
APy
ZAPr
CAPr
APy

2001
an

863
e
3867
3866

0.0.0.0->128.115.41.7
0.0.0.0->80.67.74.53
127.0.0.1->0.0.0.0
127.0.0.1->0.0.0.0
127.0.0.1->127.0.0.1
0.0.0,0->127.0.0.1
127.0.0.1-»127.0.0.1
0.0.0.0->127.0.0.1

4316
4448
4448
4448
4448
4448
4448
4445

Ct\Program Filesirmestingrnaker]
Ct\Program Files\Mozilla Firefox),
C:\Program Files\Mozila Firefox),
C:\Program Files\Mozilla Firefox),
Ci\Program Files\Mozilla Firefox)
Ci\Program Files\Mozilla Firefox)
C:\Program FilesiMozilla Firefox),
C:\Program FilesiMozilla Firefox),

Note: Changing the display to “Connection Details” affects the display of all listed applications.



